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Agenda

Safety vs Security
- Why Check Secure Coding Guidelines?

How to Apply Secure Coding Guidelines?

MathWorks
AUTOMOTIUE CONFERENCE 2018 2



4\ MathWorks

Safety vs. Security

Security

SVSLEN]!

Note: Security issues may cause safety issues
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5W1H - Secure Coding Guidelines

You or Your colleagues
Wh O (Developers, QA, QE)

Where at workplace

What Most of your software running on target

Every day, week, month

MathWorks
AUTOMOTIUE CONFERENCE 2018 4



4\ MathWorks

5W1H - Secure Coding Guidelines

Wh 1. Security issues may lead catastrophe
y 2. Required by your customers

1. Use static analysis tool for security
2. Make analysis jobs automated

How
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Why Check
Secure Coding Guidelines?

MathWorks
AUTOMOTIUE CONFERENCE 2018 6



4\ MathWorks

Cybersecurity — Emerging Topic in the Auto Industry

On-Board & V2X Communication
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= Growing communication of on-board systems,

sensors and external sites
= Car becomes another node of IoT

= Security of automotive embedded systems

increasingly important (possible cyber attacks)

FCA recalls 1.4 Million cars after Jeep hack

https://youtu.be/MKOSrxBC1xs 7



https://youtu.be/MK0SrxBC1xs

Security in Consumers’ Mind

S97%

... of customers think
automakers and suppliers are

responsible for protecting data
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91%

...of customers would never

buy or wary buying from
automakers were hacked

according to 2019 KPMG Consumer Loss Barometer study 8



https://assets.kpmg/content/dam/kpmg/xx/pdf/2019/03/consumer-loss-barometer-2019.pdf
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Typical Embedded Software Architecture

Interaction with
external components?

Control Algorithm,
Fault Detection,
Supervisory Logic
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Embedded Software External Interactions

=

o~

Network

Utility RTOS,
(I/O Driver, Fault Logging,
Control Algorithm, Lookup Table, Service Tool
Fault Detection, etc.) Interface

Supervisory Logic
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3rd party
software

Sensors
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Embedded Software Security Concerns

=

o~
Execution of a binary/Load of library
Net K . rJ.mo.LrecI.QLd.er of network connection operations from a relative path can be controlled 3rd party
etwor ° Tainted Data ,I J]y..an.&xﬂn.al‘a(:tor Software
Vo * 1 Tainted Data I

TOCTOU
Vulnerable path manipulation
Use of non-secure temporary file

O T T T O TS T OTT 5 etc.
Supervisory Logic v /

*  Deterministic random output from constant seed
*  Vulnerable pseudo-random number generator
* Sensitive heap memory not cleared before release

Sensors
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Let’s look at an example - Tainted Data
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#include <stdio.h>
#define ADCMAXSIZE 256

sint32;
uints;

sint32 getLengthRxData (
sint32 readByte ( )5

receiveData(

sint32 i, length;
sint32 ADCdata[ADCMAXSIZE];

length | getLengthRxData();
for (1 = @; 1 <|length] i++)
{

ADCdata[i]| = readByte();

}

&\ MathWorks’
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Let’s look at an example - Tainted Data

#include <stdio.h>

= One of the Most exploite | —————— ffer overflow!

int sint32;
| char uint8; Stack is corrupted after array overflow.

Application memory

*n sint32 getLengthRxData (void);
- . e Previous
' sint32 readByte (void); stack
frame
d receiveData(void) Arguments
: - . . Corrupted
sint32 i, length; return address
sint32 ADCdata[ADCMAXSIZE]; 1 1
| : :
length | getLengthRxData();
Static/global data

for (1 = @; 1 <|length] i++)

Code (Text) : {

MathWorks '
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Polyspace helps you find those vulnerabilities

Select one or more results to review

‘ - = Loop bounded with tainted value (Impact: Medium)
( | stackattack.c x| <~ SEI CERT C MSC21-C {Recomrmendation)
#include <stdio.h> ~  SEI CERT C INTO4-C (Recommendation)
#define ADCMAKSIZE 256 - ISO/IEC TS 17961 taintformatio
Polyspace typedel signed int sintiz: O Loop bounded with tainted value (Impact: Mediurm) ¢
Bug Finder typedef unsioned char uintd: Loop is controlled by a value from an unsecure source,

Laop may be infinite.

extern sint32 getlengthRxData (void): Event File Scope Line

extern sint32 readBvte (void): 1 Return of external getlengthRxData Stackattack.c receiveData() 14
2 Assignment to local variable 'length' StackaAttack.c receiveData() 14

void receivelatalvoid) Loop bounded with tainted value Stackattack.c receiveDatal) 16

I Select one or more results to review:

O Loop bounded with tainted value (Irmpact; Medium)
=~  SEI CERT C MSC21-C (Recommendation)
SEI CERT C INTO4-C (Fecommendation)
~ ISO/IEC TS 17961 taintformatio

sintdZ2 i, length:
W sint32 ADCdata[ADCHARSIZE]

length = getlengt bRxDatal): —
------------------------------------- ~ SEI CERT C INTO4-C (Recommendation \2/
Enforce limits on integer values originating from tainted sources
o BLE for (i =0: | < Tength;- Loop is controlled by a value from an unsecure source.
{ S BB Loop may be infinite,
ADCdatalil = readBytel): Event File Scope Line

1 Return of external geflengthRxData  Stackattack.c receivelata) 14
2 Assignment 1o local variable 'length’  Stackattack.c receiveDataly 14
INTO4-C Enforce limits on integer Stackattack.c receiveData(y 16
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How to Apply
Secure Coding Guidelines?
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Most Frequently Heard Secure Coding or Security Standards

i ' :
TECHNICAL ISO/IEC

| ( :E R I ( :/( :++ SPECIFICATION TS
SEI CERT 17961

C Coding Standard —

Rules for Developing Safe, Refiable, and Secure Systems. 2013-11-1

- ISO/IEC 17961

+ MISRA-C:2012 Amendment 1, Addendum 2/3
guidelines for MISRA C:2012
April 2016

- CWE (Common weakness enumeration) WE

MathWorks
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Embedded Safety and Security Coding Standards Overview

s )

MISRA C:2004 C89 No Yes No
MISRA C:2012 C90/99 | Yes* Yes No
CERT C99 C99 Yes No No
CERT C11 Cll Yes Yes No
ISO/IEC TS 17961 C11 Yes No Yes
CWE None/all \Yes No / No S

STANDARD
98 Rules for Developing Safe,

* Additional security guidelines for MISRA-C:2012 Amendment 1

»»»»»»»»»»»»»
lllllllllllllllllllll

Source: Table is based on the book:

MathWorks
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How does Polyspace help you with embedded software security?

Detecting security vulnerabilities and underlying defects early

Provides Exhaustive Documentation and recommendation for security fix

Proving absence of certain critical vulnerabilities

Complying with industry standards such as CERT C/C++ and ISO 17961

MathWorks
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Polyspace Tools

Buqg Finder &
 Produce code metrics

» Check coding standards

* Find defects and vulnerabilities

Metrics

Defect &
B T
| . Vulnerability
Code Prover " |~ W Standards, Checkers
* Proves code Safe and Secure y x Cybersecurity

« 33 most critical run-time checks Guidelines

« Supports DO-178 and ISO 26262

MathWorks
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Easy to Configure and Review

[]Check MISRA AC AGC  |DEL-rules Wiy
Provides explicit options to check Security Guidelines like Bl ree—— e
[] Check MISRA C++:2008 |required-rules WiE
CERT-C and ISO 17961
[Jcheck 15F &% C++ shall-rules L=
Check SEI CERT-C all | Wiew
Enable/Disable each rules easily Check SEI CERT-C++  |all o view
Select file
I 1 1 I H-MISRA C:2004  (131/1313 Select rules in category: all [
Checks Security, Safety guidelines and Defects in One tool (20r 50 0 0
[-MISRA C:2012  (170/170) stabs o Category Mame
ELMISRA Ct 2008 (202/202) " |
= Defect 154 O  Loop bounded with tainted value {Irmpact: Mediurm)  ge757) :E:z Eigiz_
E-Cryptography o hd SEI CERT C MSC21-C (Recommendation) 207 /207) Ul EvP4T-
--Data flow 15 SEI CERT C INTO4-C {Recommendation) ir {(PRE) i [ Integers (NT)
E-Dynamic mermary g ISD/IEC TS 17961 taintformatio 5 and Initialization (DCL) = M Floating Point (FLPY
- Mumerical 0 = (EXF) ] recomme... FLPOO-
-Security £ ¥ IS0/IEC TS 17961 taintformatio 2/ -0 recorme... FLPOIL-
- Tainted data 19 Lising a tainted value to write to an object using a formatted input S ——— ——
-MISRA C:2012 1833 tggp :ﬁi;ﬂgﬁg‘?ﬂg Rl L Shuteli Sl EAEat S i _ recamme... FLPO3-
H-Custorm Rule B47 p may - and Strings (STR) ~[0  recormme... FLPO4-
£SEL CERT C 1978 Event hagement (MEM) ~O  recomme... FLPOS-
o _ t (FIO) n
Application Programming Interfaces (APD) 3 1 Return of external getLengthRxData i recomme.,. FLPOG
E-Arrays (ARR) 17 . . \ \ =[] recomma,,. FLPO7-
: 2 Agsignment to local variable 'length )
#-Characters and Strings (STR) 19 5 taintfor matio Using a tainted value to write to an object ud rule FLP20-
"CDr'u:urrencﬁ; (O 29 - e e e e Bing (ERR) | “ 1 rule FLF32-
#-Declarations and Initialization (OCL) 384 [ APRIEEMEN Programming Inferfaces (API) rule FLP34-
EErvironment (ENY) 7 “coneurrency con) rule FLP36-
L . ~Miscellaneous MSC) rule FLES7-
Error Handling (ERR) 11
---PQSI)( (F'OS?I - b Arrays CARR)
~Microsoft Windows (WIN) [ [] Characters and Strings (S
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Important to close all the windows!

Good Practice

False negatives - missed vulnerabilities O ...,
pCH M
W o TS Sl <orc,, e

”E'nted
P 5, ney
& Guidelines W\V
L(S) ’ €, o

All malicious attackers want is one loop hole

Testing is not exhaustive, almost all static analysis tools are not exhaustive

Polyspace Code Prover — proving absence of specific vulnerabilities

For critical defects such as buffer overflows, illegal pointer dereferencing ..

MathWorks
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Let’s look at an example - Tainted Data
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#include <stdio.h>
#define ADCMAXSIZE 256

sint32;
uints;

sint32 getLengthRxData (
sint32 readByte ( )5

receiveData(

sint32 i, length;
sint32 ADCdata[ADCMAXSIZE];

length = getlLengthRxData();

for (1 = @; 1 < length; i++)

{
ADCdata[i] = readByte();

&\ MathWorks’
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Polyspace helps you find those vulnerabilities

‘ yoid receivelatalvoid)
(4 {

Vv
‘, J StackAttack.c x ]
#include <stdio. h>
#define ADCHAXSIZE 2BG

sintd? i, length:

P0|yspace tvpedef signed int sintdd: POIySpace 7] sintJ2 ﬁDCdata[ﬁDCHﬁISIEE]J
Bug Finder typedef unsigned char uintf: Code Prover
lenath = aetlenagthRxDatal )
extern sint3? getlengtbPxData (voicdd: ¢~ | o rttTUTYCT|
extern sint32 readByte (void): .
for (i =00 0 < length: [++)
void receiveDatal(void) {

{
sintdZ2 i, length:
W sint32 ADCdata[ADCHARSIZE]

= ADCdatali] N ==Lvie():

length = getlengthPxDatal):

Out of bounds array index 2/

Warning: array index may be outside bounds @ [0..255]
array size: 236

array index value: [0 .. 256]

MathWorks
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Polyspace helps you find those vulnerabilities

W' Polyspace R2019b C\Workspace\Polyspace_Workspace\StackCorruption\ StackCorruption.psprj

‘, File Reporting Access Tools Window Help
& o | [» Pun Bug Finder ~ [ Stop | Q

w! Project Browser > W I Corfiguration =
@O BR LT 5HE StackCorruption X] v e |
Polyspace ' i U “ | Target & Compiler P
) i3 Project Source Files - Macros @
BUg Finder E Froject Include Folders “ Enwironment Settings
: Mgzl , Inpufs B .Stubblng Target Language
=3 Module Source Fles - Multitasking
- mTerc - Coding Standards & Code b || Source code language |C i |
‘ E'ﬁ Configuration -~ Bug Finder Analysis  standard version |deﬁned—by—compiler V|
, . D@ StackCorruption =-Code Prover Verification v
&-T3 Result < » ||Target Environment v
MElE-_Result [Cormpleted] % Configuration | [¥] ResLit Details |

CP_Result [Completed]

POIySpace @ Total elapsed tme: 00:00:06 Analysis process completad
File: Lire Col

Code Prover

Type Message
@ C analysis starts at Sat Oct 26 15:55:23 2019 e
@  floatrounding-mode is ignored in Polyspace Bug ...
@  -02is ignored in Polyspace Bug Finder,
1) -tois ignored in Polyspace Bug Finder.

% Project Browser | [E]Results List| B Dashboard [E Output Summary ‘ ¥ Source |

MathWorks
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Recommended Workflow

Pre-Submit Workflows Post-Submit Workflows
Desktop or IDE E & ________________________________________ .
o a Collaborative Review !

Build Engineer b

Developer . T TomomomommsmsmmsmmEmEmmEEEEEs
R T I | I
| i Build automation tool i [
| ' (e.g., Jenkins) I
VT v, I Developer Team Lead AIQE
Desktop or IDE | y V | P QAIQ
Plugin I @ |
,. : “l|a - 5 I
Repository o
Developer | Jenkins [
: | I
i I I
| I Server 1: S l ______
! I Runs I | v gl
Desktop or IDE . ;
I b e e e e e e e e e o e e e e o e e - ”1
! = Po oo oooooeoooooooooooo--s Results I I
: : . . ! Polyspace CP
Developer i : AnaIyS|S AUtomatlon ! | |
e I I
: Server 2: I
. Hosts I
! /: Results I
| ot |
MathWorks ¥JRAY -7 ===—~—
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Automate Polyspace Analysis by Jenkins plug-in

= Set env variables for Polyspace Access and Web Metrics
- Ease analysis automation and configuration for a standard Cl workflow

&
4
@ ’ Dashboard [Jenkins]

@ Jenkins @z @  jenkins |E30}2

l Jenkins TEoE o=
i (AL ) EXE
3 1=
i
i

"""""""""""""""""" = MZ& Item

e | ec2-13-209-118-150.ap-northeast-2.compute.amazonaws.col

*: All
5 ! & 2
RS * ............................... ' — e = s w Name | H2 43 212 A1 A2 20 N2
= =— 1=
| TIEE @D B J putty-src 2 hr 12 min -#3 — 2 hr 4 min E}_)
o FH=2E ghol IZ: SML

Legend EJRSSEES EJRSS 41 EYRSS D ¥c

* "" Jenkins 2|

& wy views

%4 Lockable Resources

Credentials
] - >

P AR N B3 New View
! b
! 1
!
L ; wr [y 22 —
% BE o7 F=0| YL
""""""""""""""""""""""""""""""""""""" \
1
1
1
1

MathWorks
QUTOMOTIUE EON FERENCE 2019 | O|A] AEALSA-2019. 5 17 25 8Al 482 1435  REST APl Jenkinsver 2177 ¥
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Polyspace Access - Review Results in Collaborative Environment

DASHBEOARD 2] garyryu ~
ey &= ¥
Proje_ct Defects Codle Custom MISRA Layout Open in Desktop  Review
QOverview Metrics Rules C:2012 -
DASHBOARDS ) EMVIROMMENT REVIEW =
PROJECT EXPLORER [} Project Overview Defects Code Metrics MISRA C:2012
» 3 ProjectsWaitingForDeletion Ik
+ 3 public = Summary
Bug_Finder_Exampls (Bug Finder)
Bug_Finder_Example (Code Prover) Open Issues Mandatory Required Advisory
Done 0% 0% 100%
i— Open 1182 A
P Open 19 1163 0
3= New 1 ) o
0% Done 0/1182 violations
£ Assigned To Me 3 )
75 rules violated (130 rules enabled)
A& Unassigned 1182
r PROJECT DETAILS ] B Trends
Project Open viclations over time
2,000
Name Bug_Finder_Example (Bug 1=______\—\_\\
Finder) :
Language C b
Tools Bug Finder o
Coding Custom Rules, MISRA C:2012 g e e e : ! Uplo=
Standards 5:40:48 5:54:43 5:50:33 0433 Date
Number of 3
e ® Open
Current Run (ID 18)
Upload Date 9/6/19, 6:14 PM = Details
Job 1.0
View by Category = View by File
Name Total To Do In Progress Done o
» SUPPORT REPORT v ]
1 A standard C environment 2 2
I‘ 2 1 lmasnaed F. | L | ki | hy 27



4\ MathWorks

Key takeaways "/

Polyspace

y : Defect &
o Coding Vulnerability
Standards, Checkers
Cybersecurity (262)
Guidelines

Polyspace
Code Prover

# 1.

Achieve the Goals for Security and Safety
by One Tool, Polyspace

Post-Submit Workflows

Pre-Submit Workflows
Desktop or IDE §
Plugin '

# 2.
Improve your workflow by
Analysis Automation &

Collaborative Review Environment
MathWorks
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va Thank you!
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